


We discover the substantial truth and protect the human rights through 
 advanced forensic science
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Cybercrime Investigation Division
We protect the people from cybercrime and keep the cyberspace safe and free.
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Main duties
The Cybercrime Investigation Division analyzes trends on major cybercrime such as cyber terrorism, 
hacking, and personal information leakage; assists cybercrime investigations by prosecutors across the 
country; trains investigators; conducts R&D on investigation infrastructure.

● Malware Analysis
Malware is a prevalent crime tool in cybercrime. Malware Analysis detects the hidden crime 
tool and provides investigators with leads for tracking suspects by analyzing the functions, 
characteristics and network connections of the malware.

● Log Analysis
Log is information that is automatically generated by various information systems. Through this 
analysis, we find the trail left by criminals in a variety of logs  and track down them step by step.

● Network Analysis
In the case of system hacking and leakage of personal information, criminals identify the 
vulnerability of the victim system in advance and collect crucial information about the system. 
Network Analysis identifies network packets generated in the process of intrusion, and analyzes 
criminal resources including IP addresses and Domain information.

● Big Data Analysis
Big Data Analysis supports analyzing massive and unstructured data that is hard to handle for 
general investigators. This analysis deals with a variety of on-offline data such as bank account 
transactions, call history, and access logs. 

● Cryptocurrency analysis
Cryptocurrency analysis: Since the cryptocurrency (Bitcoin or Ethereum) is widely used as the 
means of a payment system in diverse crimes such as narcotic and sexual exploitation material 
trafficking through the dark web, ransomware and scam, he CID is tracking down the domestic and 
foreign cryptocurrency exchanges and the origin of related services by analyzing the Blockchain 
data.

1. �Cybercrime 	
Investigation 	
Support

				    Cybercrime Investigation Division

Although cyberspace has brought about more opportunities and benefits, it 
also faces new challenges and threats, including crimes and terrorism, and 
international disputes. The Cybercrime Investigation Division will keep cyberspace 
free and safe by conducting advanced investigations and maintaining close 
international cooperation.

Being a control tower of cybercrime investigation in Korea, the SPO’s Cybercrime Investigation 
Division leads the investigation of major cybercrimes, develops policies in response to 
cybercrime, and improves the relevant laws and regulations. IT-specialized investigators are 
working to prevent cybercrime and trace suspects with the help of the advanced investigation 
infrastructure and cooperative networks in place at home and abroad.

Cybercrime 
Investigation 

Division
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2. Major Cases ● Cho, Hee Pal’s concealment of proceeds (2014, Deagu District Prosecutors’ Office)
Cho, who was the main culprit of the nation breaking pyramid scam, concealed proceeds of crime, 
76 billion Won, as like legitimate business investment, and embezzled 9.6 billion Won of the money. 
We identified borrowed-name mobile phones, Cho’s clandestine shelters, and suspicious bank 
accounts related to the money laundering through visualized analysis techniques and integrated 
database analysis of total 65 GB of about 15,000 emails, 1.4 million bank accounts, 130,000 calls, 
recovered files, etc.

● �Hacking attack on an electronic certificate of a financial information security firm (2016, 
Seoul Central District Prosecutors’ Office) 
A hacker tried to paralyze and bring confusion to the society by hacking into company A’s electronic 
certificate, which was being used by the major government agencies for the purpose of information 
security. The hacker misused the certificate in order to distribute a malicious program pretending to 
be a calculation program. During the investigation, the NDFC supported the analysis of 12 terabytes 
(1 terabyte=100 million pages of papers) of data such as malicious codes, servers(C&C server) and 
emails in order to track the offenders.

● Cyber Attack on Korea Hydro & Nuclear Power (2014, Seoul Central District Prosecutors’ Office) 
Internal documents of the Korea Hydro & Nuclear Power were leaked by malware infection and 
hacking. We supported tracking down the crime path and the origin of attack through analyzing 
KHNP’s network logs, emails, and malicious codes as well as international cooperation with the 
United States, China, etc. 

Instruct fake trade

•2008. 6. 10. Primary contract, 32 billion won
•2008. 6. 30. Secondary contract, 32 billion won

Cho, Hee Pal Team Head B Iron Trader A

•Deposit the money to the bank accounts of A’s firm and 
	 family members
•Use the concealed money for private purposes 

Invest 76 billion 
to iron trade

● Illegal Intervention to Government Online Procurement System (2013,Seoul Central 
	 District Prosecutors’ Office)

This case includes 108 times of illegal bids amounted to 140 billion Won in total where the criminals 
compromised computers of government officials and other bidders to find out the expected auction 
price or manipulate the price. Eventually, 46 people were indicted in this case by identifying 
patterns of illegal bidding and malware developers through analyzing hidden malicious codes from 
the infected computers as well as analyzing logs generated by the Online Procurement System over 
the past five years.

Open the bid
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3. Collection 
        of Cybercrime 
	   Information

● Sharing information of Cybercrime Resources  
Crime resources are being shared through cooperation with domestic agencies such as KISA, internet portals, 
carriers, and security companies as well as international exchange channels such as G7 24/7 Network, FBI, 
etc. These information sharing channels enable rapid response to a variety of crimes in cyberspace.

Information Type Details

Malware
• Memory hacking codes to steal financial information
• Malicious codes for Phishing or Pharming
• APT malware, etc

Domain / IP
• Domain/IP of malware distributor
• C&C server, Domain/IP for information leakage
• Intrusion IP, Transit IP

Smart Devices • Malware targeting smart devices 
• SMS Phishing information (Text, URL, Phone Number, etc)

				    Cybercrime Investigation Division

● Phishing Website Detection System
The Cybercrime Investigation Division developed the Phishing Website Detection System which 
proactively detects and shuts down fake websites created for phishing crime. With this, we are striving 
to eradicate cybercrime that has an impact on the lives of ordinary people.

● Malware Analysis System 
The Malware Analysis System to electronically proceed a series of processes such as collection → 
extraction → analysis of malware used in cybercrime rapidly provides crime path and investigative 
leads to trace suspects. 

● Illegal spycam detection system using AI(Artificial Intelligence)  
The NDFC is continually tracking the illegal “spycam” videos and images by using AI-based 
detection system. The system developed by our own technology can extract and analyze the DNA 
values in the  videos and images. Also, we are promptly responding to prevent the secondary 
damage of the digital sex crimes by preparing the proper support and prevention process. 

Ⅰ. �Asks a victim  whether 
or not to delete illegal 
spycam video

Ⅱ. �Uploads illegal  video file 

or URL on D-net 

Requests 
for analysis

Requests 
for deletes

Notifies 
result

Notifies 
result

Prosecutor’s 
Office

01

Tracks illegal spy cam 
videos through an illegal
spycam detection system 
which was established 
by the NDFC

Cybercrime
Investigation 
division

02 The Korea 
Communications 
Commission 

03

Deletes and blocks access 
to an illegal spycam video

24-hr monitoring
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● G7 24/7 High Tech Crime Network
The world-leading cybercrime investigation agencies from 87 countries including the U.K., 
U.S., Australia and Japan are participating in this international cooperation network by asking 
preservation of cybercrime electronic evidence and sharing the investigation intelligence. The CID 
is responding to tackle the various transnational cybercrimes as a Point of Contact of the network.

● Support for Global Capacity Building to Combat Cybercirme
The CID established a hub to respond to the global cybercrimes, The CID signed a trilateral MOU 
on establishing an APC-HUB with World Bank and GFCE in November 2019 . The Secretariat was 
launched in January 2020 and is putting efforts to enhance the global response capability. 

● Cooperation with Domestic Organizations
�The CID is also actively cooperating with relevant cybercrime investigation and government 
agencies , ISPs(Internet Service Provider ), computer vaccine companies and academia to share 
any threats in the cyber community and to discuss the method of cooperation between private, 
government, and academic fields.

4. Coordination 
	 and Cooperation


